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O HANPABJIEHUUA UHOOPMALUU

[JenapTameHT rocyaapcTBeHHOW NoanTUKK B cdepe obuero obpasosaHna MuHobpHaykmn Poccum
HanpasAdeT ona ceefeHUA paspaboTaHHble BpemeHHoN kKomuccmen Coseta Pepepaunn nNo passBUTUIO
MHPOPMALMOHHOTO 06LLECTBA METOAMYECKME PEKOMEHZALMU O pPasMeLLeHUM Ha MHPOPMALMOHHBIX
CcTeHAax, odpuLManbHbIX MHTEPHET-CATaxX N APYrMx MHPOPMALIMOHHbIX pecypcax obLeobpasoBaTebHbIX
OpraHM3aunii M OpraHoOB, OCYLLECTBAAKOWMX ynpasBneHue B cdepe ob6pasoBaHus, MHPopmaLmm O
6e3onacHOM NoBeAeHUN N UCNONb30BaHUK ceTn "UHTepHeT".

OnpekTtop JenaptameHTta
A.E.NETPOB

Mpunoxenune

METOAUYECKUE PEKOMEHOALUN
O PASMELLEHUUN HA UHOOPMALIUOHHbDbIX CTEHAAX, O®PULIMA/IbHDBIX
WHTEPHET-CAUTAX U APYTNX UH®OPMALIMOHHbIX PECYPCAX
OBLLEEOBPA3OBATE/IbHbIX OPTAHU3ALMIA U OPTAHOB, OCYLLECTBAAIOLLINX
YNPAB/IEHUE B COEPE OBPA3OBAHUA, UHOOPMALUU O BE3SOMNMACHOM
NOBEAEHUN U NCNO/Ib3OBAHUU CETU "MHTEPHET"

dKkcnepTamM WU YneHamm BpemeHHon Komuceum Coseta Pepepaumm nNo  PasBUTUIO
MHPOPMALMOHHOIO obLecTBa B PaMKax BbINOJIHEHUA PEKOMEHZAUMN NApAaMEHTCKMX CAyLaHuWii
"AKTyanbHble BOMpPOCbl obecneyeHns 6e3onacHOCTM W pPa3BUTUS aeTed B UHOOPMALMOHHOM
npocTtpaHcTee", Kotopble npowan B CoBete Pepepaumm 17 anpena 2017 r., 6blan pa3paboTaHbl
MeToANYECKNE PEKOMEHAALMM O PA3MELLEHUM Ha UHPOPMALMOHHBIX CTEHAAX, OPULMANBHBIX MHTEPHET-
cavtax M apyrux MHOOPMaLMOHHbIX pecypcax obLuieobpa3oBaTe/ibHbIX OPraHW3aumii U OpraHos,
OCYLLECTBAAOWMX ynpaB/ieHne B chepe obpasoBaHuAa, MHPOPMauLuM O 6e30nacHOM NOBEAEHUU WU
ncnosnb3oBaHuuK cetTn "UHTepHeT" (panee - meTogMyeckue pekomeHgauum).

MeToanyeckMe peKomeHAauMuM HanpasBieHbl Ha  KayecTBEHHOe MOBblWEHWE  YPOBHSA
MHPOPMaLMOHHON AeaTenbHOCTU 06lLe0bpa3oBaTeibHbIX OpraHM3aUMii U OpPraHoOB, OCYLLECTBAAOLLMX
ynpasneHue B cpepe 0bpa3oBaHUA, B H4acT MHOOPMUPOBAHMA YUaLLMXCA, UX poauTeneit (3aKoHHbIX
npeacrasuTenet) W negarorMyeckmMx paboTHMKOB 06 OCHOBHbIX acnekTax WMHGOPMaLMOHHOM
6e3onacHocTy.

MeToamnyeckme pekomeHaaumm no3BonAaT obueobpasoBaTesibHbIM OpraHM3aUMamM W OpraHam,
OCYLECTBAAOWMM ynpaBneHne B coepe 06pa3s0BaHMA, aKTyaAM3MPOBATb YXKE MCMOAb3yemMble W
pasmelleHHble MHPOPMALMOHHbIE MaTepuanbl, Tak U NOATOTOBUTL MX B C/lyYae UX OTCYTCTBUA C yYETOM
NYYLWIMX NPAKTUK U peKoOMeHAaLNNM.

B pamKax meTtoanyeckux peKomer,au,Mﬁ paccmaTpmnBatoTCA cneayroume MHCTPYMEHTbI:
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1. "HGOPMALMOHHbIE CTEHADbI;
2. opuuManbHble UHTEPHET-Pecypchbl;

3. cpeAacTBa MaccoBoi MHGOPMALMM (LLUKO/bHbIE ra3eTbl, Neaarornieckme M3gaHua u apyrue).
MHPOopMaLMOHHDIE CTeHAbI

Ha nHdopmMaumoHHbIX cTeHAax B 061Leo0bpa3oBaTebHbIX OPraHM3aLMaAX, PAacriosoKeHHbIX B doiie
YUPEXKAEHUIN M B KabWHeTax, OCHALLEeHHbIX MePCOHANbHbIMKW YCTPOWCTBaMM AN BbiXOg4a B CeTb
"MHTepHeT", peKoOMeHAYeTCs PasMecTUTb MHGOPMALMOHHbIE MAMATKN, cogepiKallMe OCHOBHbIE COBETbI
no obecneyeHunto MHGOPMaLMOHHON 6E30NaCHOCTU yUaLLMXCA.

B npunoxeHnun N 1 K meToaMYECKMM peKoMeHZauusm npeacTtasiaeH obpaseu, NaMATKA ANA
pa3smellleHnsA Ha MHGOPMAaLMOHHbIX CTEHAAX.

Cpeacrtea maccoBoit uHpopmauum

B cpeactBax mMaccoBoi MHPOPMaLUKM, OPUEHTUPOBAHHBLIX Ha O6yvatoWmMXca, PeKoMeHAyeTcs B
TeyeHne y4yebHOro roga perynapHo nyb6avMkoBaTb WMHGOPMAULMOHHbIE MaTepuanbl, MOCBALLEHHblE
OTAeNbHbIM acnekTam WHPOPMaUMOHHOM 6e30MacHOCTM, a TaKXKe pas/iMyHble NamMATKM obuiero
Xapakrepa.

B cpeactBax maccoBoi MHOOPMALUM, OPUEHTMPOBAHHbIX Ha MeAarorMyeckyto obLecTBeHHOCTD,
pPeKOMEHAYEeTCA B TeYeHWe KaleH4apHOro roZa peryiapHo nyb6ankoBaTb MHPOPMaLMOHHbIE MaTepuabl,
NOCBALLEHHbIE OTAE/IbHBIM acnekTam MHPOopPMaLMOHHOM 6e30NacHOCTN Kak HEeCOBEPLUEHHONETHUX, TaK U
obueobpas3oBaTe/ibHbIX OPraHn3auUMii, a TakXKe pas/inyHble NamaTKK, 0630pbl HOPMATUBHO-MPABOBOTO
peryiMpoBaHus gaHHoM cdepbl U MHOOPMALMIO O aKTyaslbHbIX MEPONPUATUAX U CODObITUAX B AAaHHOM
coepe.

B xopme nposBeaeHua EauHoro ypoka no 6esonacHoctM B cetu "UHTepHeT" pekomeHAayeTcs
obecneuynTb BbIMyCK TEMaTUUYECKOrO BbiNyCKa CPeACTBa MacCoBOM MHbOpMaLUK AiMbo cepum nybankaumi,
cpeau KOTOPbIX PAacCMOTPeTb OPraHU30BaHHble MEPONPUATUS AN Oby4yaloWwmxcs, WX poauTenem
(3aKOHHbIX NpeacTaBuTENEN) M NEAArOrMYecKolr 0bLLECTBEHHOCTH.

OdunumanbHbie UHTEpHET-pecypcbl

O6uieobpasoBaTesibHbIM OpraHM3aLMAM PEKOMEHAYETCA Ha CBOUX OduLManbHbIX WMHTepHeT-
pecypcax obecneunTb ¢GYHKLMOHMPOBAHUE CAMOCTOATE/NIbHOIO M CMNeuuanusnmpoBaHHOro pasgesna
"MHdopmaumnoHHana 6e3onacHoOCTb", B pamMKax KOTOpOro npeaycMOTPETb pPasmelleHue cieayloLlen
nHbopmauuu:

N Paspgen/nogpasgen | ®opmat npeacrasiaeHun CopepkaHne maTtepmanos
maTepunanos
1. |/loKanbHble Konuu gokymeHTOB B PasmeLatoTca KON AOKYMEHTOB, T.€.
HOPMaTMBHbIE aKTbl B | popmaTe *PDF CKAHWPOBaHHbIN BapUaHT AOKYMEHTA,
cdepe obecneyeHus COOTBETCTBYIOWMNI TpeboBaHMUAM K
MHGOPMaLMOHHON napameTpam CKaHMPOBAHMS.
b6e3onacHocTH PasmeLatoTca LOKYMEHTDI,
obyuvatowmxca perfnameHTMpyoLWMe OpraHM3aumio 1
paboTy € NepcoHaNbHbIMU AaHHbIMMU,
naaHbl MepPoNpuUATUIA No obecneyeHuto
MHPopmaLuMoHHOM Be3onacHOCTH




obyuatoLmxca 1 gpyrve.

2. |HopmatusHoe Konuun ooKymeHTOB B My6AnKYIOTCA aKTyanbHble CBEAEHUA O
perynMpoBaHue ¢dopmarte *PDF denepanbHbIX U PEerMoHaNbHbIX 3aKOHaX,
nM1McbMax OpraHoB B/IACTU U gpyrue
HOPMaTMBHO-NPaBOBbIE AOKYMEHTbI,
pernameHTupyowme obecneyeHme
nHdopmaLMoHHON 6e3onacHoCTU
HecoBepLlUeHHONEeTHMX. JonycKkaeTcs
BMECTO KONUI pasmeLLaTb rMnepccbiikm
Ha COOTBETCTBYOLLME AOKYMEHTbI Ha
caliTax OpraHoB rocyapcTBEHHOW BAACTU.

3. |Neparornyeckmm TeKcT Ha cTpaHuue canTa | Paamewatotca metoanyeckue
paboTHMKam Konuun nokymeHTOB B peKomMmeHAaumMu 1 yKasbiBaeTca
dopmarte *PDF MHPOpMaLMA O MEPONPUATMAX, MPOEKTaX

W Nporpammax, HanpasaeHHbIX Ha
NnoBbllleHne MHPOPMALMOHHOM
rPaMOTHOCTM Mefarormyeckmx
pPaboTHUKOB.

4. |Obyvatowmmes TeKcT Ha cTpaHuue caliTa | Pazmelaetca MHPOPMALMOHHAA NaMATKa
(npunoxkenue N 2) n ykasbiBaetca
MHPOPMaLMA O MEPONPUATUAX, MPOEKTAX
W Nporpammax, HanpasaeHHbIX Ha
noBbllleHne MHPOPMALMOHHOM
rPaMoTHOCTK obyyatowmxca.

5. |Poautenam TeKCT Ha cTpaHuue caliTa | PazmellaeTca MHPOPMaLMOHHAA NaMATKa
(3aKOHHbIM (npunorkeHune N 3).
npeacraBuUTensm)
obyuatowmxcsa

6. |[OeTckue 6e3onacHble | TeKCT Ha CTpaHUUe caliTa | PasmeltaeTtca nHpopmauma o

CalTbl pPEKOMEHAYEMbIX K UCNOJIb30BAHUIO B
y4yebHoM npouecce 6e30nacHbIX canTax,
6aHHepbl 6e30MacHbIX AETCKUX CalTOB.

OpraHam, OCyLlLecTBAAOWMM yrnpaBneHne B coepe ob6pas3oBaHMA, PEKOMEHAYETCA Ha CBOMUX
oduuManbHbix  UHTepHeT-pecypcax  obecneuntb  QYHKUMOHMPOBAHME  CAaMOCTOATE/NIbHOTO WU
cneumannsnpoBaHHoro pasgena "MHbopmaunoHHas 6e3onacHocTb", B paMKax KOTOPOro npeaycMoTpeTb
pasmelleHue cneaytowen MHbopmaumu:

MpunoxkeHme N 1

NAMATKA
ANA OBYYAIOLMXCA OB UHOOPMALMOHHOW BE3OMACHOCTU AETEN

HE/1Ib3A



1. Bcem nogpnag coobwatb CBOK YacTHyt MHPOpMaumto (Hactosawme ums, damununto, TenedoH,
aapec, Homep LWKObI, a TakXe doTorpadpun ceBoun, cBoen cembm U Apy3eit);

2. OTKpbIBaTb BAOMKEHHbIE Gait/ibl 3NEKTPOHHOM NOYTbI, KOrAa He 3Haelb OTNPaBUTeNs;
3. TpybuTb, NpUANPaTLCA, OKa3blBaTb AaBAEHME - BeCTU cebs HEBEK/MBO M arpeccmMBHO;

4. He pacnopsskaica aeHbramu TBoei cemMbl 6e3 paspelleHuMAa CTaplmx - Bcerga cnpalwivsai
poautenen;

5. He BcTpeyaiica ¢ MHTepHET-3HaKOMbIMW B PEANbHOM XWM3HM - MOCOBETYWCA CO B3POC/bIM,
KOTOpOMY ioBepsaeLlb.

OCTOPOXHO

1. He Bce nuuwyT npasay. Yntaewsb o cebe Henpaeay B UHTepHeTe - coobum 06 aTom cBOUM
poAuTenam Uan oneKyHam;

2. MpurnawwaloT NepenmcbIBaThCa, UrpaTb, 06BMEHMBATLCA - NPOBEPb, HET /M NOABOX3;
3. He3akoHHOe KonvpoBaHue ¢alinos B UHTepHeTe - BOPOBCTBO;
4. Bcerga pacckasbliBali B3poC/ibiM 0 Npobiemax B CETU - OHU BCErZa NomoryT;

5. Wcnonb3yi HacTpolikM 6e30macHOCTM U NPUBATHOCTU, YTOBbl HEe MOTEPATb CBOM aKKayHTbl B
couceTaxX U Apyrnx nopTanax.

MOXHO
1. YBarkalt Apyrux nosb3oBaTenemn;
2. Nonb3yewbca NHTEPHET-UCTOYHMKOM - AieNal CCbIIKY Ha Hero;
3. OTKpbIBal TONbKO TE CCbI/IKM, B KOTOPbIX YBEPEH;

4, O6IJ.I,aTbCﬂ 3a NOMOLULbO B3pPOC/bIM - poauTenn, onekyHbl N agMUHUCTPaLUNA canTos Bceraa
NOMOTYT,

5. Mpoinaun obyyeHune Ha canTte "CeTeBUYOK" 1 NoyuM nacnopT umMdpoBoro rpaxKaaHuHal

MpunnoxkeHue N 2

WHOOPMALIMOHHAA NAMATKA
[NA OBYYAIOLLMXCA A9 PASMELLEHUA
HA OPULIMANBHbIX UHTEPHET-PECYPCAX

C KaxKgblMm rogom mMosoaeKun B UHTEPHETE CTAaHOBUTbLCA 6OI'IbLL|e, a WKOZIbHUKKN OOHU N3 CaMblIX
aKTUBHbIX MOJib30BaTENEN PyHeTa. Mexgy Tem, NOMMMO OFPOMHOr0O KOAMYeCTBa BO3MOHOCTEMN,

MHTEPHET HECET U I'IpO6!'IeMbI. OTa namATKa 40NXKHA MOMOYb Tebe 6esonacHo HaxXo4unTbCA B CETU.

KomnbloTepHble BUpYCbI



KomMNbloTEPHbIA BUPYC - 3TO pPasHOBMAHOCTb KOMMbIOTEPHbLIX MNPOrPamMm, OTAUYUTENLHON
0C06EeHHOCTbIO KOTOPOW ABAAETCA CNOCOBHOCTL K Pa3MHOMEHMI0. B 4OMNOAHEHWE K 3TOMY, BUPYCbl MOTYT
noBpeauTb WAWU MONHOCTBIO YHUUTOXWUTL BCe daiibl U AaHHble, MOAKOHTPO/IbHbIE MO/Nb30BaTENO, OT
MMEHW KoToporo 6bina 3anyuieHa 3apakeHHasa NPorpamMmma, a TakxKe NoBpPeamuTb UAKN AaXKe YHUUTOXKMUTb
OonepaLMoHHYI0 CUCTEMY CO BcemMu dalinamu B Lenom. B 6onbluMHCTBE CaydaeB pacnpoCTpaHATCA
BMPYCbl Yepes MHTEepPHET.

MeToabl 3aWnTbl OT BPEAOHOCHbIX MPOrpamm:

1. MCI'IOJ'Ib3yI7I coBpeMeHHbIe onepaunoHHbIE CUCTEMDI, UMEKLWLNE Cepbe3Hblﬁ YPOBEHb 3alWnTbl OT
BPEAOHOCHbIX NPOorpamm;,;

2. TMocTosHHO ycTaHaBAMBai naytM  (uMdpoBble 3aniaTKM, KOTOpble aBTOMATUYECKU
YyCTaHaBAMBAIOTCA C Lenblo AopaboTKM Nporpammbl) U gpyrne oBHOBAEHWMA CBOe onepauyoHHOMN
cuctembl. CKaumBal MX TONbKO € oduUManbHOro caita paspabotumka OC. ECAM CyWEeCTBYET pexum
aBTOMAaTUYECKOro 06HOBAEHMSA, BKKOUM €ro;

3. PaboTai Ha cBoem KOMMNblOTEPE NOoA NpaBamMun Nosb3oBaTesiIA, a HE aAMUHUCTPATOpPaA. 310 He
no3BonT 6OI'IbLLIMHCTBy BPEAOHOCHbLIX MNporpamMmm WUHCTAaANINPOBATbCA Ha TBOEM NEPCOHA/IbHOM
KOMMbIOTEPE,

4. Wcnonb3yit aHTUBMPYCHble NpPOrpaMmHble MPOAYKTbl M3BECTHbIX MNpou3BoauTenei, ¢
aBTOMaTM4YeCKum obHoBneHnem b6as;

5. OrpaHunyb GU3NYECKUIA ZOCTYN K KOMMbIOTEPY A8 NOCTOPOHHUX NL;

6. Vicnonb3yit BHEWHME HoCUTeNn MHDOPMALLUK, TaKUE KaK aieLka, AUCK uan Gaiin us MHTepHeTa,
TONIbKO M3 NPOBEPEHHbIX UCTOYHMKOB;

7. He oTKpbiBait KomnbloTepHble ¢aifibl, NONAYYEHHbIE U3 HEHAAEMKHbIX MCTOYHUKOB. [axe Te
dalinbl, KOTopble NPUCIAN TBOM 3HAKOMBI. Jlydlle YTOYHUM Y HEro, OTNPABAAA N OH Tebe UX.

Cetun WI-FI

Wi-Fi - 3T0 He BMA nepeaaun AaHHbIX, He TEXHOI0IMA, a BCero Mnlb bpeHa, mapkKa. Ewe 8 1991 roay
HUAepnaHACKaa KomnaHuAa 3apeructpuposBana bpeHg "WECA'", yto 0603Hauyano cioBocoYyeTaHue
"Wireless Fidelity", koTopblii nepeBoauTca Kak "becnpoBoaHas TOYHOCTL".

[o Hawero BpemeHu aowwna apyras abbpesnaTtypa, KOTopas ABAAETCA TAKOM Ke TeEXHOIornel. 31o
abbpesunatypa "Wi-Fi". Takoe Ha3zBaHMe 6bIJI0 4@HO C HAMEKOM Ha CTaHAAPT BbICLLEM 3BYKOBOW TEXHUKMU
Hi-Fi, yTo B nepeBoae o3HayaeT "BbICOKAaA TOYHOCTL".

[a, 6ecnnaTHbli WMHTEpPHET-JoCTYyn B Kade, OTensx M asponopTax ABAAETCA OTANYHOW
BO3MOKHOCTbIO BbIX0Za B MHTEpPHET. Ho MHOrMe 3KCnepTbl cYMTaloT, YTo 0bLwenocTynHole Wi-Fi cetu He
ABNAOTCA 6€30NacHbIMMU.

CoBeTbl N0 6e3onacHocTM paboTbl B 0bweaocTynHblx ceTax Wi-fi:

1. He nepepaBait cBoto ANYHYO MHPopmMauuto Yepes obueaoctynHble Wi-Fi ceTn. PaboTan B HuUX,
KenaTteNbHO He BBOAMTb NAapOo/iM AOCTYNa, IOTMHbI U KaKMe-TO HOMepa;

2. WUcnonb3yr M OOHOBAAK aHTUBUPYCHble nporpammbl U BpaHamayep. Tem cambim Thbl
obesonacuib cebsa OT 3aKayKM BUPYCa Ha TBOE YCTPOICTBO;

3. Mpwu ucnonbzosaHmm Wi-Fi oTkAtoun dyHKuMio "O6wmin goctyn K dannam n npuHTepam”. aHHas
dYHKLMA 3aKpbiTa MO YMOYAHWUIO, O4HAKO HEKOTOpble MOJIb30BaTeNM aKTUBUPYIOT ee ana yaobcTea



NCcnosb3oBaHMsA B paboTe nnn yyebe;

4. He mncnonb3yit nyb6anunbin WI-FI ons nepenayn AMYHbIX AaHHbIX, Hanpumep AAa BbiXxoda B
coumaibHble CETU UIN B S/IEKTPOHHYIO NOYTY;

5. Ucnonb3yii ToNbKO 3aliMiLeHHOe coeauHeHue Yepe3 HTTPS, a He HTTP, T.e. npu Habope Beb-
afapeca sBoan umeHHo "https://";

6. B mobunbHom TenedboHe oTKAouM ¢yHKuuMio "MoakntoveHne K Wi-Fi aBTomaTtmyeckun'. He
[OMyCKall aBTOMaTMYECKOro NOAKAYEHMA YCTPOCTBA K ceTam Wi-Fi 6e3 TBoero coriacus.

CoumanbHble ceTu

CoumanbHble CETU aKTUBHO BXOAAT B Halwy *X1U3Hb, MHOIrMe nroaun pa60Ta|0T N XKNBYT TaM NOCTOAHHO,
a B Facebook yXe 3apernMcTtpnpoBaH Mmmnaanapa 4enoBek, YTo ABNAETCA OAHOVI CeAbMOVI BCEX XKUTeNemn
nnaHetbl. MHOrMe NOAb30BaTENM HE MOHMMAIOT, YTO MHd)OpMaLI,Mﬂ, pa3dmeweHHaa MMM B COLMA/IbHbIX
ceTAx, MOXeT 6bITb Haﬁp,eHa M NCNO/ZIb30BaHA KemM yroaHo, B TOm 4unucne He obAasaTenbHO ¢ 6iarumm
HamMmepeHnaAMM.

OcHoBHble coBeTbl N0 6€30NaCHOCTU B COLMANbHbIX CETAX:
1. OrpaHuyb cNUCoK apysei. Y Teba B gpy3bax He AOMKHO ObITb CIYYalHbIX M HE3HAKOMbIX Nt04EN;

2. 3awmwan CBOK YacTHYI M3Hb. He yKasbiBait naposnn, TenedoHbl, agpeca, gaty TBOEro
POMKAEHMA U APYTYIO INYHYIO MHGOPMALMIO. 310YMbILIEHHUKM MOTYT UCNO/b30BaTh Aarke MHbOPMaLUuio
O TOM, KaK Tbl M1 TBOW pOAUTEIN NNAHUpPYETE NPOBECTN KaHUKYbI;

3. 3awmMuai cBoOIo penyTauumio - AePKM ee B YNCTOTe U 3a4aBalt cebe Bonpoc: xoten 6bl Tbl, YTO6bI
Apyrve MNonb3oBaTeNu BUAENN, YTO Tbl 3arpyKaelwb? Nogymali, npexae yem 4YTO-TO OnNy6AMKOBATb,
HanucaTb U 3arpy3uThb;

4. EcAm Tbl rOBOPULLb C II0A4bMW, KOTOPbIX HE 3HaELLb, HE UCNOJIb3YI CBOE PeasibHoe UMA U APpYryto
NIMYHYI0 MHOOPMALIMU: MMSA, MECTO KMUTE/bCTBA, MECTO y4ebbl 1 npoyee;

5. U3berait pasmeleHmna poTorpaduii B IHTepHeTe, rae Tbl M306paxKeH Ha MECTHOCTHU, MO KOTOPOA
MOHO ONnpeaenTb TBOE MECTOMNOJIOXKEHWE;

6. Mpu perncTpaumm B coOLManbHOM CETU HEOHBXOAMMO UCMOIb30BaTb CI0XKHbIE NAPON, COCTOALLME
U3 BYKB 1 UMP M C KOIMYECTBOM 3HAKOB He MeHee 8;

7. Ona cou,maanoﬁ CeTN, NOoYTbl U APYrnx canToB HEO6XOAMMO MCNO1b30BAaTb pPa3Hble MNaposn.
Torpa ecnm Tebn B3/10MatoT, TO 3/1I0YMbIWNEHHUKN NOoay4aT AO0CTYN TOJIbKO K OAHOMY MeCTy, a HE BO BCeE

cpasy.
INEeKTPOHHbIE AEeHbIU

D/IeKTPOHHbIE AEeHbIM - 3TO 04YeHb YA0OHbIN cnocob nnatexen, 04HaKO CYLLECTBYHOT MOLUEHHUKM,
KOTOpbleé XOTAT NONY4YNUTb 3TU AEeHblrN.

INEeKTPOHHbIE AEHbIM NOABUAINCL COBCEM HElaBHO M MMEHHO M3-3a 3TOT0 BO MHOTMUX rOCYAapcTBax
[0 CMX MOpP He NPOMMUCaHO NPO HMUX B 3aKOHaX.

B Poccum e OHM GYHKUMOHMPYIOT M O HUX Y¥Ke MPOMMCAHO B 3aKOHE, rae WX pasaendArT Ha
HECKO/IbKO BWUAOB - aHOHWMHbIE U HE AHOHMMHblE. PasHMLA B TOM, YTO aHOHUMHbIE - 3TO Te, B KOTOPbIX
paspelwaeTca nNpoBoAMTb onepaumn 6e3 unaeHTMOMKALMM NONb30BATENA, @ B HEAHOHMMHbIX
naeHTMOMKauma noib3oBaTena ABNAeTcs 06a3aTeNbHOM.



TaKKe cnefyet pasnivyaTb 3NEKTPOHHbIE pUaTHbIe AeHbrM (PaBHbI FOCYAaPCTBEHHbLIM BalOTam) U
3N1EKTPOHHbIe HeduaTHble AeHbIM (He paBHbl rOCYAapPCTBEHHbIM BalOTaM).

OcHoBHble coBeTbl N0 6e3onacHom pa60Te C 9NNIEKTPOHHbIMU OEHbMrAMMU:

1. MpuBAXKM K cUETY MOBUNBHbIN TenedoH. ITo camblii yA06HbIN N BbICTPbIA CNOCO6 BOCCTaHOBUTH
JocTyn K cyeTy. MpuBA3aHHbIN TenepoH MOMOXKET, ecnn 3abyaelb CBOW NAaTeXHbld Napoab MU
3aMaelb Ha CalT C HE3HAKOMOTO YCTPOMCTBa;

2. Wcnonb3yit ogHopasoBble Napoau. Mocae nepexoda Ha YCUIEHHY0 aBTopu3aumio Tebe yxe He
6yAeT YrpoXKaTb ONAaCHOCTb KPaXku MK NepexsaTa NAaTeKHOro napos;

3. Bblbepn cnoHbiit naposb. MpecTynHUKam Oyaer He NPOCTO yragatb CAOMHbINA Naposib.
HapeXHble naponu - 3To Napo/in, KOTOPbIe COAEPKAT HE MeHee 8 3HAaKOB U BKAOYALOT B cebs CTPOUHble
M NponucHbie BYKBbI, LMPPbI U HECKOJIbKO CUMBOJI0B, TaKME KaK 3HaK Ao/1apa, GyHTa, BOCKAMLUATENbHbIN
3HaK v T.n. Hanpumep, StRONng!;;

4. He BBOAM CBOM /INYHbIE J@HHbIE HA CAlTax, KOTOPbIM He AOBepAELlb.
INEeKTPOHHaA noyta

INEeKTPOHHAA NoYTa - 3TO TEXHO/IOTUS U NPeSoCTaBAsieMble €0 YC/IYTU MO NEPECIIKE U MOSYYEHMUIO
3/IEKTPOHHbIX COObLLEHMI, KOTOpble pacnpesenatoTcs B KOMNbOTepHOM ceTh. OBbIMHO 3/1eKTPOHHDIN
MOYTOBbLIN AWMK BbIMAAUT CledylolmMm obpasom: MMSA_MO0/b30BaTENA@UMA_LOMEHA. TaKKe Kpome
nepegayn NPOCTOro TEKCTa, MMEETCA BO3MOXKHOCTb nepeaasaTb ¢paibl.

OcHoBHble coBeTbl N0 He30nacHoi paboTe ¢ 3/IEKTPOHHOM NOYTOIA:

1. Hago Bbi6GpaTb NPaBUbHbIN NOYTOBLIV CEPBUC. B MHTEPHETE €CTb OrPOMHBIN BbIGOP HecnaaTHbIX
MOYTOBbIX CEPBMCOB, OAHAKO /lydlle AOBEPATb TEM, KOFO 3HAELb U KTO NepBbiii B PEATUHTE;

2. He ykasbiBal B /IMYHOW MNoYTE J/IMYHYIO MHPopmauuio. Hanpumep, nyywe Bbl6paTh
"My3bIKanbHbIN_paHaT@" nau "pok2013" emecto "temal3";

3. Ucnonb3yi ABYX3TanHyl aBTOpM3aumio. ITO KOrga MOMMMO Mapoas HYKHO BBOAWUTb KoL,
npucoliaemslit no SMS;

4. Bbibepu CNOXKHbIN Naponb. a8 KaxAoro noytoBOro flMKA A0/IXKEH ObiTb CBOM HaAEXHbIN,
YCTOMYMBbLIN K B3/IOMY Napo/ib;

5. Ecan ecTb BO3MOXKHOCTb HanmcaTb Camomy CBOW /INYHbBIN BOMpoOC, VICI'IOI'Ib3yl7I 3TY BO3MOXHOCTb;

6. Mcnonb3yih HECKONIbKO MOYTOBbIX ALWMKOB. MepBbld AN YAaCTHOW MEPENUCKU C afpecaTamu,
KOTOPbIM Tbl f0BepAeLLb. ITO 3N1EKTPOHHbIN afpec He HaZ0o UCMOIb30BaTb NPU PerncTpaumnmn Ha popymax
n canTax;

7. He oTKkpbiBait dpaiinbl U gpyrue BNOKEHUA B MMCbMaX, 4AXKe €C/IN OHWU MPULLAK OT TBOMX APY3€EN.
Jlydlle yTOYHM Y HUX, OTNPABAAAM N OHU Tebe 3Tn dainbl;

8. [Mocne OKOHYaHMA PaboTbl HAa MOYTOBOM CEPBUCE Nepes 3aKPbITUEM BKAAAKN C CAMTOM He 3abyapb
Ha)KaTb Ha "BbiiTn".

KnbepbynnuHr unm BupTyanbHoe U3aeBaTeIbCTBO

KnbepbynnnHr - npecnefoBaHWe COOBLEHUAMM, COAEPNKAWMMM OCKOpPDB/IEeHUn, arpeccuto,
3anyruBaHue; Xy/IMraHCTBO; CoLManbHOEe 6OMKOTUPOBAHME C MOMOLLBIO Pa3/IMYHbIX MHTEPHET-CEPBUCOB.



OcHoBHble coBeTbl N0 6opbbe ¢ KNbepbynanHrom:

1. He 6pocalica B 60i. Jlyywinin cnocob: NocoBeToBaTbCA KaK cebs BECTU U, eCAM HET TOro, K Komy
MOYHO 00paTMTbCA, TO BHayase YCMOKOWUTbCA. ECAM Tbl HayHelwb OTBeYaTb OCKOPOAEHWAMWM Ha
0CKOPBEHMSA, TO TONBbKO ellle H60/blue PAa3OXKIKELLb KOHBIMNKT,;

2. YnpaBnsan cBoel Knbeppenyrtauuei;

3. AHOHUMHOCTb B CETU MHUMAA. CYLLI,eCTBYI-OT cnocob6bl BblIACHUTb, KTO CTOUT 3@ aHOHWMMHbIM
AKKayHTOM;

4. He cTOMT BeCTM Xy/JUraHCKMIM 0bpa3 BUPTyasbHOW XuM3HU. WNHTepHeT ¢dUKCUpyeT BCe TBOM
AeNCTBMA U COXPaHAET UX. YAanuTb Ux byaeT KpaliHe 3aTpyAHUTENbHO;

5. Cobntoaaii CBOK BMPTYaNbHYIO YECTb CMO/IOAY;

6. WrHopupyin eauvHWuYHbIA HeraTus. OpgHOpasoBble OCKOpHUTENbHbIE COOBLEHNA Aydlle
UrHopupoBsaTb. O6bIYHO arpeccus NPeKpPaLLAeTCs Ha HavyalbHOM CTaguu;

7. baH arpeccopa. B nporpammax obmeHa MrHoBEeHHbIMM COOﬁLLI,EHVIFIMM, B COUMANIbHbIX CETAX €CTb
BO3MOXHOCTb 6I'IOKVIpOBKVI OoTnpaBKu COOGLLI,GHVII‘/JI conpegeneHHblX aapecos,

8. Ecam Tbl cBMAeTeNb KubepbynnuHra. TBou AEUCTBMA: BbICTYMUTb NPOTUB MpecinenoBaTtens,
MoKasaTb emy, YTO ero AeWCTBUA OLLeHWBAIOTCA HEraTMBHO, MOAAEP’KaTb KepTBY, KOTOPOW HyXKHa
NcMxo0rMyeckan NoOMoLLb, COOBLIMUTL B3POC/bIM O paKTe arpeccMBHOro NOBEAEHUA B CETHU.

Mo6unbHbIii TenepoH

CoBpemeHHble cMapTOHbI M MAaHWETbl cogepKaT B cebe BNOAHE B3POCAbIA PYHKUMOHAN, U
Tenepb OHW MOTYT KOHKYPMPOBaTb CO CTALMOHAPHbLIMKU KomMnbloTepamn. O4HAKo, CPeacTB 3alumTbl ANS
NoAo6HbIX YCTPOMCTB NOKA 04YeHb Mano. TecTMpoBaHME U MOUCK YA3BUMOCTEN B HUX MPOUCXOAUT He TaK
MHTEHCUBHO, Kak ana MK, To e camoe KacaeTca U MOBUIbHBIX NMPUIOKEHWUN.

CoBpemeHHble MObUIbHbIE Bpay3epbl yKe NMPaKTUYECKW LOTHAAN HACTOJIbHblE aHaNoMM, OL4HAKO
pacwmpeHune GpyHKLMOHaNa BAeYeT 3a c0H60M 6O/bLLYI0 CNOXKHOCTb M MEHbLLYHO 3aLLMULLEHHOCTb.

[aneko He BCe MPON3BOANTENN BbIMYCKaOT 0OHOBIEHMA, 3aKPbIBAIOLME KPUTUYECKME YASBUMOCTH
ON1A CBOUX YCTPOMCTB.

OcCHOBHble coBeTbl AN 6e30nacHOCTN MOBUILHOTO TEI'IEd)OHaZ

Huuyero He ABnAeTCA No-HacToAWwemy b6ecnnaTHbIM. byab ocTopoxeH, Begb Koraa Tebe npegnararoTt
6ecnnaTHbIN KOHTEHT, B HEM MOTYT ObITb CKPbITbl KakKMne-To nNaaTHble YCNyru;

Oymaii, npexage yem oTtnpasutb SMS, ¢oTo nam Buaeo. Tbl TOYHO 3Haellb, rAe OHM OyayT B
KOHe4yHoMm utore?

HeobxoamMmo 06HOBATL ONEPaLUOHHYO CUCTEMY TBOEro CMapThOHa;
Mcnonb3yii aHTUBUPYCHbIE NPOrpaMmmbl 18 MoBUAbHbIX TenedpoHos;

He 3arpy:kail NpUNOXKEHUA OT HEU3BECTHOIO MUCTOYHUKA, BEAb OHN MOTYT COAEPKaTb BPeAOHOCHOE
nporpammHoe obecneyeHue;

Mocne TOro Kak Tbl BblifelWb C CaliTa, rae BBOAWA NINYHYIO MHPOPMALMIO, 334U B HACTPOMKK
6paysepa v yaanu cookies;



I'Iepmop,vlqecm ﬂpOBepﬂVI, Kakue nnatHble YCAYrn aktTuBMpoBaHbl Ha TBOEM HOMEPE;

[aBaii cBon HoMep MoObBuAbHOro TenedoHa TONbKO AOAAM, KOTOPbIX Tbl 3HAeWb M KoMy
JoBepsellb;

Bluetooth goxeH 6bITb BbIK/AOYEH, KOTAa Thl UM He Moab3yellbesa. He 3abbiBait MHOrAa NPoBepAThb
aTo.

Online urpobl

CoBpemeHHble OHMANH-UTPbI - 3TO KPACOYHble, 3axXBaTbiBalolMe Pa3BAeYEHUs, 0bbeanHAowmne
COTHM TbICAY YeIoBeK No Bcemy Mupy. Mrpoku uccneaytoT AaHHbIA UM MUp, 0BLLA0TCA APYr C APYTOM,
BbIMO/IHAIOT 334aHWUA, CPAXKAOTCA C MOHCTPAMM WM MOJYYaAlOT OMbIT. 3a yA0BO/ILCTBUME OHWM NAATAT:
MOKYMAOT AMCK, OMNJ/IQYNBAIOT aBOHEMEHT UM MPMODBPETAOT KaKne-To oNnuuK.

Bce aTn cpeactBa MAyT Ha NOAAEprKaHVE WM Pa3BUTME WUIPbl, @ TaKkKe Ha camy 6e30MacHOCTb:
COBEPLUEHCTBYIOTCA CUCTEMbI aBTOPM3aLLMM, BbIMYCKAlOTCA HOBble NaTuv (UMdpoBble 3annaTkn Ann
nporpammy), 3aKpblBatOTCA YASBUMOCTU CEPBEPOB.

B I'IO,L'J,O6HbIX NUrpax CTOUT onacaTbCA He CTOJZIbKO CBONX CONEPHUKOB, CKOJIbKO KpaXXn TBOEro naponaA,
Ha KOTOPOM OCHOBaHa CUCTEMa aBTOpPU3aLUKN 60NbLWINHCTBA urp.

OcHoBHble coBeTbl N0 6e30MacHOCTM TBOErO UTrPpOBOro aKKayHTa:

1. Ecv Apyroi urpoK BegeT cebs naoxo nam cosgaet Tebe HeNnpUATHOCTK, 3a610KMPYIM ero B CiMcKe
UrPOKOB;

2. |_|O)Kafly17ICﬂ AAMUHNCTPATOPaM WUrpbl Ha NJI0X0€ noBeaeHWe 3TOro WUrpoKa, »enateabHo
NPUNOXKNUTb KaKNE-TO AO0Ka3aTe/NIbCTBa B BUAE CKPUHOB;

3. He yKasbIBai ANYHYO0 MHPOPMaLMio B npodaline urpbl;
4. YBaxKalh Apyrux y4acTHUKOB MO UrpE;

5. He ycTaHaBnAuBait HeopuuMaabHble NATYN U MOAbI;

6. Micnonb3yit cNoXKHble 1 pasHble Naponu;

7. Oaxe BO BPEMA UTPbI HE CTOUT OTK/IOYATb aHTMBMPYC. MOKa Tbl Urpaellb, TBOW KOMMNbIOTEP MOTYT
3apasuTb.

OUWNHT Uan KpaXa JINYHbIX AdHHbIX

Ob6bluyHOM Kpakel fAeHer U OOKYMEHTOB CErofHs Y»Ke HUKOro He yAMBULIb, HO C Pa3BUTUEM
WNHTEPHET-TEXHO/IOTUIA 3/T0YMbILUIEHHUKN NEPEMECTU/IUCL B MHTEPHET, W NPOAOJIKAT 3aHUMATbCS
"nobumbim" genom.

Tak nosBuiacb HOBaa yrposa: MHTEPHET-MOLUEHHUYECTBa AN GULLIMHT, TNaBHasA Lelb KOTOPOro
COCTOMT B NOJIyYEeHUM KOHPUAEHUMANbHBIX AaHHbIX NO/1b30BaTE el - TOTMHOB U Napoaei. Ha anrnminckom
A3blke phishing unTaetcsa Kak duwmHr (ot fishing - pbibHan nosns, password - Naponsb).

OcHoBHble coBeTbl N0 6opbbe ¢ GULLNMHIOM:

1. Chegy 3a cBoMMm aKKayHTOM. Ecnm Tbl nogo3pesaellb, YTO TBOA aHKeTa 6bina B3/10MaHa, TO
HeOGXOAMMO 3a6!'IOKMpOBaTb eeun COO6LLI,MTb AAMUHUCTPATOPAaM pecypca 06 3TOM KaK MOKHO CKopeeg,;

2. Ucnonb3yit 6e3onacHble Be6-caiTbl, B TOM YUC/E, MHTEPHET-MarasmHOB 1 MOUCKOBbIX CUCTEM;



3. Wcnonb3yii CcnoXKHble W pasHble napoan. Takum obpasom, ecan Teba B3nOmaloT, TO
3/10YMbILUNEHHUKM NOAYYaT AOCTYN TONbKO K OAHOMY TBOeMy Npod U0 B CETH, a HE KO BCEM;

4. Ecnm Teba B3nomanu, To HeobxoAMMO npeaynpeamTb BCEX CBOWMX 3HaKOMbIX, KOTOpble
nobasnieHbl y Teba B Apy3baAX, O TOM, 4To Teba B3nOMann M, BO3MONKHO, OT TBOEro MmeHu byaet
paccblnaTbCcA Cnam u CCbIIKM Ha GULLMHIOBbIE CalTbl;

5. YctaHoBM HageKHbI naposb (PIN) Ha MoBUNbHLIN TenedoH;
6. OTKNIOUM cOXpaHeHWe naponA B bpay3epe;

7. He oTKpbIBai dainbl n ApyrMe BAOXKEHUA B MUCbMaX, AaXKe €C/iM OHU NPULWAN OT TBOUX APY3ei.
Jlydwwe yTOYHW Y HUX, OTNPABASAAN I OHKU Tebe 3T dpaibl.

Uudposana penyraumns

Undposana penytauma - 3TO HeratMBHaa WM NO3UTMBHaA MHbOpMauusas B ceTm o Tebe.
KomnpomeTupytowana uHbGopMaumsa, pasmelleHHas B WHTEpPHETe, MOMKeT Ccepbe3HbiM o06bpasom
OTPa3nTbCA Ha TBOEW peanbHOW KuU3HWU. "Ludposaa penytaumsa" - 3TO TBOM UMWUANK, KOTOPbI
dopmupyetca n3 MHpopmaunm o Tebe B UHTEPHETE.

TBOE MeCTO XUTenbCTBa, yLIE6bI, TBOE d)MHaHCOBOG nonoxeHune, ocobeHHOCTH XapaKTepa "
PacCKka3bl O 61M3KMX - BCE 3TO HAKaN/MBaEeTCA B CETU.

MHorve nogpoCTKM IEFTKOMbIC/IEHHO OTHOCATCA K NyBAMKALMM TMYHON MHbOPMaL MK B UHTepHeTe,
He MOHMMas BO3MOMHbIX MocieacTBMi. Thl AaXe He CMOMellb A0rafaatbCa O TOM, YTo doTorpadums,
pasmelleHHas 5 eT Hasag, cTana NPMYMHON OTKasa NPUHATL Tebs Ha pabory.

KommeHTapuu, pasmelieHne TBoux ¢potorpaduii U apyrme AenCTBUA MOTYT HE UCYE3HYTb AaKe
nocne TOro, Kak Tbl UX yAanuwb. Tbl He 3Haelb, KTO COXPaHUA 3Ty MHbOpMmaLMIo, Nonana M OHa B
MOMCKOBbIE CUCTEMBI M COXPaHWAACb M OHA, a FaBHOE: YTO MOAYMatloT O Tebe OKpyrKalowme g,
KOTopble HakayT U YBUAAT 3T0. HaliTM MHPOPMALMIO MHOTO /IET CYCTA CMOXKET Nt060W - KaK M3 Ao6pbIx
nobyXaeHui, Tak U C HAMEPEHMEM MPUYMHUTL Bped. ITO MOKET BbITb KTO YrogHO.

OcHoBHble COBETbI MO 3aWuTe UMPPOBOI penyTaumm:

1. Moaymaii, npexae Yyem 4yto-To NyH6AMKOBATb U NepenasaTb y cebs B 610re nam B coumasnbHOM
cetu;

2. B HacTpoiKkax npoduna ycTaHOBM OFpaHUYEHMA Ha NPOCMOTP TBoero npoduna u ero
COAEPKMMOTO, caenalt ero ToNbKo "ana gpysen”;

3. He pasmewain U He ykasbiBalh MHOOPMAaLMIO, KOTOPAsA MOMKET KOro-ambo ockopbaatb uam
obuKaThb.

ABTOpCKOEe nNpaso

CoBpemeHHble WKOJbHUKM - aKTUBHbIE NOAb30BaTENN LMbPOBOro npocTpaHcTea. OgHaKo Aaneko
He BCe 3HaloT, YTO NOJ/Ib30BaHME MHOTMMM BO3MOMKHOCTAMMU LMdPOBOro Mmpa TpebyeT cobaogeHuns npas
Ha MHTENNEKTYasIbHYHO COBCTBEHHOCTb.

TepmuH "MHTeNNeKTyaNbHan COBCTBEHHOCTL" OTHOCUTCA K Pa3/IMYHbIM TBOPEHMAM YE/10BEYECKOrO
YMa, HauMHanA Cc HOBbIX M306peTeHM 1 3HaKoB, 0603HaYaoLWMX COBCTBEHHOCTb Ha NPOAYKTbLI U YCAYTK, U
3aKaHuYMBas KHUramu, potorpadmsamm, KWUHOPUAbBMAMM U My3blKaslbHbIMW MPOU3BEAEHUAMU.

ABTOpCKM@ npaBa - 3TO NpaBa Ha UHTEN/ZIEKTYA/IbHYIO cobCcTBEHHOCTb Ha npoun3sseneHnA Hayku,



nuTepatypbl M MCKycCTBa. ABTOPCKME MpaBa BbICTYNAlOT B KayecTBe rapaHTMM TOro, 4TO
WHTENNIeKTYaNbHbIN/TBOPYECKMIA Tpya aBTopa He 6yaeT HampacHbiM, AacT emy cnpaseasivMBble
BO3MOKHOCTU 3apaboTaTb Ha pe3y/bTaTax CBOEro TpyAa, MOAYYnTb U3BECTHOCTb U NPU3HaHKWe. HUKTO 6e3
paspelleHMss aBTOpa He MOKeT BOCMPOM3BOAMTb €ro MpPousBefeHuWe, PacnpocTpaHATb, My6AMYHO
AEeMOHCTPUPOBaTb, NpoAaBaTb, WMMNOPTUPOBATb, MyCKaTb B MPOKAT, Ny6/AUYHO  WCMONHATH,
MOKa3sblBaTb/UCNONHATL B 3dUpPe UaM pasmellatb B MIHTepHeTe.

Ucnonb3oBaHne III'IMpaTCI-(OFOll nporpammHoro obecneyeHns MoxKeT npmneectn K MHOTUM PUCKaM:
OT NOTEPU AAHHbLIX K TBOUM aKKayHTam 0 6I'IOKVIpOBKVI TBOEro yCTpOﬁCTBa, rae yCraHoB/€Ha HeENerasibHasA
nporpamma. He cTounT Takxe 3a6bIBaTb, YTO CyLWL,eCTBYIOT /ieraJibHble N 6ecnnatHble nporpammsl, KOTopble
MOXHO HaliTN B CETM.

O noprane

CeTeBUYOK.pd - TBOI FNABHbLIN COBETYMK B CETU. 34ECH Tbl MOMXKELLb Y3HaTb 0 6€30MaCcHOCTU B CETU
NOHATHbIM N AOCTYNHbLIM A3bIKOM, a NP BO3SHUKHOBEHUU KpVITW«-IECKOl‘;l CuTyauunmn OﬁpaTMTbCH 3a COBEeTOM.
A TaK¥Ke NPUHATb Y4acTUe B KOHKYPCAxX M CTaTb CamMbiM LMPPOBbIM rparkgaHNHOM!

MpnnoxkeHme N 3
NAMATKA ANnAa POAUTENEN Ob UHGOPMALIMOHHOM BE3ONACHOCTU OETEN

OnpegeneHne TepmuHa "MHbOpMaunoHHas besonacHocTb aeten"” coaeputcs B PegepasibHOM
3akoHe N 436-9d3 "O sawute geteit oT MHGOPMALUKN, NPUUNHSAIOLLEN BPed UX 340P0BbI0 U PasBUTUI",
peryinpyowmm OTHOLIEHMA, CBA3AHHbIE C 3alMTON geTelt oT MHPOPMaLUMK, NPUYUHAIOWEN Bpes MX
3/10p0Bbt0 U (MnK) pa3suTnio. CornacHo AaHHOMY 3aKOHY "MHpOopMaLMOoHHaA 6e3onacHOCTb AeTei" - 3To
COCTOAHME 3aLMLLEHHOCTM, MPU KOTOPOM OTCYTCTBYET PUCK, CBA3AHHbIN C NPUYMHEHMEM MHDOPMALMEN
BpeAa ux 340P0Bbi0 U (MIn) GU3NYECKOMY, NCUXMYECKOMY, LYXOBHOMY, HPAaBCTBEHHOMY Pa3BUTUIO.

B cuny depepanbHoro 3akoHa N 436-03 nHdopmaumein, NnpuumMHaAOLWEN Bpes 340p0Bbo U (1K)
pa3BUTUIO AeTeNn, ABNAETCA:

1. nHdbopmaLmsA, 3anpeLLeHHan AN PacnpoCcTpaHeHus cpeam geTen;

2. nHdbopMauma, pacnpPoCTpaHeHNe KOTOPOK OrpaHMYeHo cpean AeTel onpeseneHHbIX BO3PacTHbIX
KaTeropwui.

3. K uHdopmauum, 3anpeLLeHHoM ana pacnpocTpaHeHMa cpeam aeten, OTHOCUTCA:

4. nnoopmauma, nobyxparowas AeTel K COBEPLUEHUID AEMCTBUIM, NPeAcTaB/AlWMX Yrpo3y MX
M3HU U (MN) 300pOBLIO, B T.U. NPUUNHEHUIO BpeJia CBOEMY 3[0P0BbI0, CamMoybuncTay;

5. cnocobHOCTb BbI3BaTb Y AETEN KenaHme ynoTpebutb HapKoTUYECKne cpeacTsa, NCUXOTPOMHbIE U
(nnn) opypmaHuBatlolwmMe BellecTBa, TabayHble WU3AeNUA, aNKOTOJIbHYIO U  CNMPTOCOAEpIKallyto
NPOAYKLUMIO, NMBO M HaNWUTKK, U3rOoTaB/MBaeMble Ha ero OCHOBe; MPUHATbL y4acTMe B a3apTHbIX Urpax,
3aHMMAaTbCA NPOCTUTYLMEN, BPOASIKHUYECTBOM UM NONPOLIANHUYECTBOM;

6. oboCcHOBbIBaOWAA UM ONpaBAblBalOWaa AOMNYCTUMOCTb Hacuaua u (Man) KectokocTn nmbo
nobysKaatolias ocyLWecTBAATb HACUNbCTBEHHbIE AEMCTBMUA NO OTHOLLEHMIO K IIOAAM U XUBOTHbIM;

7. oTpuuatoLan cemeiiHble LeHHOCTM U GOPMUPYIOLLAA HEeYBaXKEHWE K poauTenam v (Mam) gpyrum
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yneHam cembm;
8. onpaeaplBaoLLan NPOTUBOMNPABHOE NOBEAEHME;
9. coaeprKallasn HeueH3ypHyo bpaHb;
10. cogep:kalan MHGopmaumio NnopHorpadUUecKoro xapakrepa.

K nHdopmaunm, pacnpocTpaHeHne KOTOPOW OrpaHMYeHo cpeau AeTei onpegeneHHoro Bo3pacra,
OTHOCUTCA:

1. VIHd)OpMaLI,VIFi, npegcrasndaemasn B suae M306pa)KEHI/IFI NN ONNCaHNA XKECTOKOCTHU, ¢M3VI‘-I€CKOI'O
n (VU'IVI) NCUXUYECKOIo HaCcnaunA, npecrtynneHna nam nHoro aHTVIO6UJ,ECTBeHHOF0 ,CI,GVICTBMH,’

2. BbI3bIBalOLLLAA Y AETEN CTPaX, YXKac UAM NaHMKY, B T.4. NpeAcTaBAseMasn B BUAE U306paskeHna uam
ONUCaHMA B YHUXKAIOLWEN YeN0BEYECKOe AOCTOMHCTBO popMe HEHACUIbCTBEHHOW CMepPTH, 3aboneBaHus,
camoybuicTBa, HECYACTHOTO C/lyYas, aBapun MAKM KaTactpodsbl 1 (MAK) UX NOCNeacTBUN;

3. npeAcTaBnaseman B BUAE U306paXKeHU UAN ONUCAHUA NONOBbLIX OTHOLIEHUI MEXAY MYKUYMHOM
N XKEeHLNHOM;

4. copepKallan bpaHHble C/I0BA U BbipaXKeHUs, He OTHOCALLMECA K HeLL,eH3ypPHOW BpaHu.

C ydyeTom aToro Bam npegnaratotca npasmna pa6OTbI B ceTn UHTepHeT oA pas/IdHbIX BO3PACTHbIX
KaTeFOpMﬁ, co6mop,eHme KOTOPbIX NO3BO/IUT obecneunTb MHd)OpMaLI,MOHHYIO 6e30nacHOCTb BalLMX p,eTeﬁ.

O6wmue npasuna ana pogurenei

1. HesaBMcumMo oT Bo3pacTa pebeHKa MCNonb3yiTe NporpammHoe obecneuyeHue, nomorarouiee
bUABbTPOBATL U KOHTPOIMPOBATL MHPOPMALMIO, HO HE MOIarakTeCb NOIHOCTLIO Ha Hero. Bawe BHMMaHue
K pebeHKy - r1aBHbIA MeToZ, 3aLmThbl.

2. Ecnn Baw pebeHOK MMeeT aKKayHT Ha OAHOM M3 couuManbHbiX cepsucos (Livelournal,
blogs.mail.ru, vkontakte.ru u T.n.), BHMMaTeNbHO W3y4MTe, KaKyld WMHPOPMALMIO MOMELLAOT €ero
YYaCTHUKM B cBOUX Npoduaax n 6aorax, Bkaodasa ¢otorpadmmn n Bnaeo.

3. lMpoBepbTe, C KakKMMWU APYrMMM caliTamu CBf3aH couMas/bHbIA cepBuc Bawero pebeHKa.
CTpaHW4ykM Bawero pebeHKa moryT 6biTb 6€30MacHbIMM, HO MOTYT U COAEPXaTb CCbIIKM Ha
He)kenaTesbHble M onacHble calTbl (Hanpumep, NOPHOCANT, UAN CalT, Ha KOTOPOM APYr YnoMUHaeT
Homep coToBoro TenedoHa Bawero pebeHka uan Baw aomallHuin agpec)

4. NoowpAnTe Bawmnx getei coobwatb 060 BCeM CTPaHHOM WAWN OTTaNKMBAOLWEM U HE CAULIKOM
OCTPO pearvpyiTe, Koraa OHW 3TO AenatoT (M3-3a onaceHus NoTepsATb AOCTYN K MHTepHeTy AeTu He
roBOPAT poAUTENAM O NPobBiemMax, a TaK¥Ke MOryT HayaTb MCMO/1b30BaTb MHTEPHET BHE A0Ma U LLKO/bI).

5. ByapTe B Kypce ceTeBoM Xu3HM Bawero pebeHka. MHTepecynTech, KTO UX Apy3bs B MHTEPHET Tak
YKe, KaK MHTepecyeTecb peanbHbIMU APY3bAMM.

Bospacr ot 7 go 8 ner

B MHTEpHeTE pe6eH0|< CTapaeTcAa NOCeTUTb T€ NN UHbIE CaVITbI, a BO3MOXHO U 4aTbl, pa3pelleHne
Ha noceweHne KOTOopbIX OH He noay4dun 6bl OT pOAMTEJ’IEVI. Nostomy pogutenam 0COBEHHO MoJie3HbI
6yp,yT T€ OT4YETbl, KOTOpble npeaocCTtaBsATCA nNporpaMmmamm no OrpaHNYeHUo WUCNON1b30BaHUA
MHTepHETa, T.e. PO,CI,VITEIIbCKVIﬁ KOHTPOJ1Ib U1 TO, YTO Bbl CMOXETE YBUAETb BO BPEMEHHDbIX ¢a17|nax. B
pe3ynbTate, y pe6eHKa HeE 6YAET oulyweHuma, 4to 3a HUM BedeTcA NOCTOSIHHbIV KOHTPO/1b, OA4HAKO,
poauTenn 6yp,yT no-npexxHemy 3HaTb, Kakune CanTbl nocewaetr unx peﬁeHOK. et B AaHHOM BO3pacTte



061a4al0T CUbHBIM YYBCTBOM CEMbM, OHU AOBEPUYMBbLI MU HE COMHEBAKOTCA B aBTOpUTeTax. OHU N06AT
UrpaTtb B CETEBbIE UMPbl U NyTELECTBOBaTb N0 MHTEPHETY, UCMOb3YA 3MEKTPOHHYIO MOYTY, 3aX04MUTb Ha
CalTbl M YaTbl, HE PEKOMEHA0BaHHbIE POAUTENAMM.

Cosetbl o 6e3onacHocTU B ceT UHTepHeT ana aerei 7 - 8 net

1. Co3pgaliTe CNMCOK AOMALLHUX NpaBKA NoceweHna MHTepHeTa npu yyactum geteit n tpebyiite ero
BbIMNOJHEHUSA.

2. Tpebyiite oT Bawero pebeHKa cobatofeHnA BPEMEHHbIX HOPM HaXOXAEHMSA 32 KOMMbIOTEPOM.
MokaxuTe pebeHKy, YTo Bbl HabaogaeTe 33 HAM He NOTOMY YTO Bam 3To xoueTcA, a NoTomy 4TO Bbl
6ecnokonTecb 0 ero 6e30NacHOCTM 1 BCceraa rotoBbl My NOMOYb.

3. KomnbloTep ¢ nogknaodeHMeM K MHTepHeTy A0/KeH HaxoAuTbcA B 06LEeir KoMHaTe nog,
NPUCMOTPOM poauTeNen.

4, V|CI'IO}'Ib3yV1Te cneunanbHble AETCKME NONUCKOBbIE MaLLUNHbI.

5. V|CI'IOI'Ib3yl‘;ITe cpeactea 6!'IOKVIpOBaHVIﬂ HeXenateNbHOro KOHTEeHTa KaK AoNnoJIHeHUueE K
CTaHAapPTHOMY PO,CI,VITEI'IbCKOMy KOHTPOJHO.

6. Co3gainTe cemMenHbI 3NEKTPOHHbINA AWMK, YTOObl HE MO3BO/INTL AETAM MMETb COBCTBEHHble
agpeca.

7. BnokupyiiTe p[ocTyn K cailTam c 6ecniaTHbIMM  MOYTOBbIMM  ALWMKAMKM  C  MOMOLLBIO
COOTBETCTBYHOLLErO NPOrPamMmmHOro obecneyeHus.

8. MpuyunTte aetei coBeToBaTbCA C Bamu neped onybAnMKoBaHMEM KaKoOW-1M60 MHboOpmaLmUu
CpeACcTBaMM 3/1EKTPOHHOM MOYTbI, YaTOB, PEFUCTPALMOHHBIX GopM U Npodunei.

9. HayuuTe aeteit He 3arpy»KaTb $aiiNibl, TPOrpammbl MAN My3bliKy 6e3 Ballero cornacus.
10. He paspelaiite 4eTAM UCMO/Ib30BaATb CAYKObl MTHOBEHHOFO 06MEHa COObLLEHMAMM.

11. B "6enblin" cnncok canToB, pa3peLlleHHbIX A8 NOCeLeHNs, BHOCUTE TONIbKO CaliTbl C XOpOLLEeWn
penyTauuen.

12. He 3a6biBaiiTe 6ecenoBaTh C AeTbMM 06 UX ApPY3bAX B MHTepHETe, Kak eciu 6bl pedb Wwna o
APY3bsX B peanbHOM }KU3HM.

13. He pgenainTte "Taby" “3 BOMPOCOB MOJIOBOM KU3HW, TaK Kak B MNHTepHeTe AeTn MOryT nerko
HATKHYTbCA Ha NopHorpaduio nam caitel "ana B3pocabix".

14. Npuyunte Bawero pebeHka coobuwatb Bam O NOObIX yrpo3ax MAW TPeBOrax, CBA3aHHbIX C
NHTepHeToM. OcTaBalTecb CMOKOWHbIMM M HanNnoOMHUTE AETAM, YTO OHW B 6e30MacHOCTU, eCcau camu
pacckasanu Bam 0 CBOMX TpeBorax. MoxBasnTe Ux 1 NocoBeTynTe NOAONTH eLle pa3 B NOA406HbIX C/lyYasX.

Bospacr geteit ot 9 Ao 12 ner

B naHHOM BO3pacTe AeTH, Kak NPaBuo, YXKe HAc/blWwaHbl O TOM, KaKaA MHGOPMaLMA CyLLECTBYET B
NHTepHeTe. CoBepLUEHHO HOPMa/bHO, YTO OHW XOTAT 3TO YBUAETb, MPOYECTb, YC/bIWaTb. PN 3TOM HYXHO
NMOMHWUTb, YTO AOCTYN K HeXenaTe/bHbiM MaTepuanam MOXKHO Nerko 3ab/oKMpoBaTb MPU MOMOLLM

cpeacTs PoamMTenbCKOro KOHTPOAA.

CoBeTbl No 6be3onacHocTn gna aeteit oT 9 go 12 net



1. Co3gaiiTe CNMCOK JOMALLIHMX NPaBUA noceleHns MHTepHeET Npu y4actumn geTei u Tpebyite ero
BbINOJHEHUA.

2. TpebyitTte oT Bawero pebeHKa cobntoaeHMA HOPM HaX0XKAEHNS 328 KOMMbIOTEPOM.

3. Habnopalite 3a pebeHKOM Npu paboTe 3a KOMMNbIOTEPOM, NOKaXKUTE emy, YTo Bbl BecnokouTech
0 ero 6e30nNacHOCTU U BCeraa rotToBbl OKasaTb eMy NOMOLLb.

4. KomnbioTep C nogxntoveHnem B WMHTepHET AO0/KeH HaxoAuTbca B 0b6uieli KoMHaTe nog,
NPUCMOTPOM poauTenen.

5. Wcnonb3syiite cpeactBa ONOKMPOBAHWA HEMKeNaTeNbHOTO KOHTEHTa KaK fAOomMoJiHeHue K
CTaHAapPTHOMY POAUTENIbCKOMY KOHTPOIO.

6. He 3abbiBaiiTe NpMHMUMaTL HEMOCPEACTBEHHOE yYacTue B XU3HM pebeHKa, becenoBath C AeTbMMU
06 1x apy3bax B MHTepHeTe.

7. HactauBaliTe, 4Tobbl AE€TW HUKOrA4a@ He COrMalanuCb Ha JIMYHble BCTPEYM C APY3bAMWM MO
UHTepHeTy.

8. Mo3BonsaiTe AeTAM 3aX04MTb TO/IbKO Ha CailTbl U3 "6enoro" cnmucka, KOTopbI co3aalTe BMecTe ¢
HUMUN.

9. MpuyynTe AeTei HUKOTAa HE BblAABATb IMYHYIO MHPOPMALMIO CPEACTBAMM 3/IEKTPOHHOM NOYTLI,
YyaToB, CUCTEM MFHOBEHHOro 06MeHa CoobLLEHUAMM, PEFUCTPALMOHHBLIX GOPM, INUYHbLIX MPOodUaei U Npu
perncTpaumnm Ha KoHKypcbl B MIHTEpHeTe.

10. Mpuyunte aetei He 3arpy:KaTb Nporpammbl 6e3 Bawero paspelleHuns. O6bACHUTE UM, YTO OHU
MOTYT C/ly4aiiHO 3arpy3unTb BUPYCbl AN APYTOe HeXKenaTebHoe nporpammHoe obecneveHue.

11. Co3paitTe Bawemy pebeHKy orpaHUYeHHY0 yYeTHYI0 3anuch Ans paboTbl Ha KOMMbIOTEPE.

12. MpuyumTe Bawero pebeHka cooblatb Bam 0 /OObLIX Yyrpo3ax MAM TPEBOrax, CBA3aHHbIX C
NHTepHeTOM. HanomHuWTe feTAm, 4TO OHM B 6€30MaCHOCTM, €C/TM CaMM PacCKasasiv BaM O CBOMX TPEBOTax
1 onaceHusx.

13. Pacckaxute aetam o nopHorpadum B MHTepHeTe.

14. HactamBaliTe Ha TOM, yTObbI AeTn NpeaocTtaBnAaimn Bam A0CTyn K CBOEM 3/'IeKTpOHHOl7I noyre,
yTOObI BbI Y6EAVII'IVICb, YTO OHU He O6LU,alOTCﬂ C HE3HAaKOMUaMu.

15. O6bACHWTE AETAM, YTO HE/b3S MCMO/b30BaTb CETb AJ1 XY/IMIaHCTBa, PACNpPOCTPAaHEHUA CrieTeH
WK yrpos.

Bo3pacr geteit ot 13 ao 17 ner

B 3TOM BO3pacTe NOAPOCTKM aKTUBHO MUCMO/1b3YIOT MOMCKOBbIE MALLMHbI, MO/b3YIOTCA 3/1EKTPOHHOM
NoYToW, CNY*K6aMM MrHOBEHHOTO 06MeHa COOBLLEHNAMM, CKAaUMBAIOT My3bIKY U GUAbMbI. ManbymMKam B
3TOM Bo3pacTe 60/bLUE MO HPABY CMETaTb BCE OFPAHUYEHUSA, OHW XKaxayT rpyboro tomopa, a3apTHbIX Urp,
KapTMHOK "ana B3pocnbix". [eBouYKM npeanoymntatoT obuwatbca B YaTax, Npu 3TOM OHU ropasno 6onee
YYBCTBUTE/IbHbI K CEKCYa/ibHbIM AOMOraTe/ibcTBam B MHTepHeTe.

3avacTyto B JAaHHOM BO3PacTe POAUTENAM YKe BECbMa C/IOKHO KOHTPOIMPOBATL CBOUX AETEN, TaK
KaK 06 IHTepHEeTe OHM yxKe 3HAOT 3HAUUTENIbHO BO/bLLE CBOMX poauTenen. Tem He MeHee, He OTrnycKalTe
netei B "cBoboaHoe nnaBaHue" no MHTepHeTy. CTapaliTecb akTMBHO y4acTBOBaTb B 06LEHMM pebeHKa B
UHTepHeTe.



BakHO no-npexkHemy cTporo cobntogatb npasuna MHTepHeT-6€30NacHOCTM - COralleHne mexay
poautenamm un aetbMu. Kpome TOro, HeobXoAMMO KaK MOXHO uYalle MPOoCMaTpuBaTb OTYETbl O
aeatenbHocTn aeteit B UHTepHete. CheayeT obpatmTb BHUMaHWE Ha HEOBXOAMMOCTb COAep>KaHWA
poAUTENbCKMX Maposieit (naposiei afMUHUCTPATOPOB) B CTPOrom cekpete n obpaTUTb BHUMaHME Ha
CTPOrocCTb 3TUX Naposei.

CoBeTbl N0 6e3onacHOCTM B 3TOM Bo3pacTte oT 13 ao 17 net

1. Co3gaiTe CNMCOK AOMalIHMX NPaBMA MOCELleHUA MHTepHeTa Npu y4acTUM MOAPOCTKOB W
TpebyiiTe 6e3ycnoBHOro ero BblMosiHeHMA. Ob6roBopuTe ¢ pebeHKOM CMUCOK 3anpeLleHHbIX CanToB
("uepHbIit cnucok"), yacel paboTbl B IHTEpHETe, pyKOBOACTBO Mo obuweHuto B MHTepHeTe (B TOM uncie B
yaTax).

2. KOMI'IbI-OTep C NOAKNHYEHNEM K CETU MHTepHET AO0J/1IXKEeH HaxoanTbCA B o6u.|,e|7| KOMHarTe.

3. He 3a6biBaiiTe beceoBaTb C AeTbMU 06 UX APY3bsAX B IHTEpHETE, O TOM, YEM OHU 3aHATbI TAKUM
obpasom, 6yaTo peyb UAET O APY3bsAX B peanbHON ¥u3HKU. CnpalinsanTe o NOAAX, C KOTOPbIMK AeTu
obuatoTca nocpeacTsom CNy>K6 MrHoBeHHOro obmeHa coobuieHuaMU, YTobbl ybeanTbea, YTo 3TN N0aU
MM 3HaKOMblI.

4, V|CI'IOI'Ib3y171Te cpeactea 6I'IOKVI|:)OBaHVIﬂ HeXenateNbHOro KOHTEeHTa KaK AonoJIHeHUue K
CTaHAapPTHOMY PO,CI,VITEI'IbCKOMy KOHTPOJHO.

5. Heobxoanmo 3HaTb, KakMMM YaTamu nosb3ytoTca Bawum getu. MoowpsiiTe Mcnosb3oBaHUe
MOZEPUPYEMbIX YaTOB M HacTamBalTe, YTobbl 4eTU He 06LLANNCh B NPUBATHOM PeXKMME.

6. HactaumBaliTe Ha TOM, 4TO6bl AETM HUKOTAA He BCTPEYAIMCh IMYHO C APY3bAMM U3 ceTh MHTepHeT.

7. Npuyunte aetei He BblAABaTb CBOK /IMYHYIO MHPOPMALMIO CPEACTBAMM 3EKTPOHHONM MOYTHI,
4yaToB, CUCTEM MTHOBEHHOrO 06MeHa CoobLLEHUAMM, PEFUCTPALMOHHBLIX GOPM, INUYHBLIX MPOodUIEi U NpK
perncTpaumnm Ha KoHKypcbl B MIHTEpHeTe.

8. MpuyunTe AeTen He 3arpy>KaTb Nporpammbl 6e3 Balwero paspeweHnn. O6bACHUTE MM, YTO OHU
MOTYT C/Iy4aliHO 3arpy3nTb BUPYCbl UM APYroe HexenaTeNbHoe NporpammHoe obecnevyeHue.

9. Mpuyunte Bawero pebeHka coobuiaTb Bam O NOObIX yrpo3ax WMAW TPEBOrax, CBA3aHHbIX C
NHTepHeTOM. HanoMHuTe AeTAM, YTO OHU B 6@30MacHOCTU, eC/IM CaMK pacCcKasasin Bam, O CBOUX yrpo3ax
nunu Tpesorax. MoxeBannTe UX U NOCOBETYMTE NOAONTHM eLLe pa3 B NOAOOHbIX Cyyasnx.

10. Pacckaxkute getam o nopHorpadpum B MHTepHeTe. [ToMornte nm 3alnTUTLCA OT cnama. Hayuure
NoApPOCTKOB He BblAaBaTb B VIHTepHeETe CBOEro peasibHOro 3/1eKTPOHHOro agpeca, He OTBeYyaTb Ha
HeenaTte/bHble MMCbMa U MCNOAb30BaTb CNeunanbHble NOYTOBblE GUALTPBI.

11. NpuyunTe cebs 3HAKOMUTLCA C CaiTaMK, KOTOPbIE MOCELLAOT NOAPOCTKM.

12. Hayunte geteit yBarkaTb APYrnx B MHTEpHeTe. Y6eanTech, YTO OHU 3HAKOT O TOM, YTO NMpaBuaa
XOpOLUEro NoBeAeHUs AENCTBYIOT BE3AE - AaXKe B BUPTYyaslbHOM MUPE.

13. Ob6bACHUTE AETAM, YTO HW B KOEM C/iydae Hesb3s MUcnonb3oBatb CeTb ANA XY/IUMTAHCTBA,
pacnpocTpaHeHma CNAeTeH UAN Yyrpo3 APYTrMM NI0AAM.

14. ObcyamTe C noApocTKamu nNpobaembl CeTEBbIX a3apTHLIX WUMP U MX BO3MOMKHbIA PUCK.
HanomHuTe, YTo AETM HEe MOTYT UrpaTb B 3TU UrPbl COrNACHO 3aKOHY.

MoCTOAHHO KOHTPOAMPYTE Ncnonb3oBaHme NHTepHeTa Bawmm pebeHkom! 1o He HapyLieHue ero
IMYHOTO MPOCTPaHCTBA, a Mepa MpPeaoCTOPONKHOCTM U nposBAeHWe Baliel poauTenbcKon



OTBETCTBEHHOCTU U 3a60Tbl.
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